
HCL BigFix Compliance
Continuous policy enforcement 
and reporting

Overview
BigFix Compliance enforces continuous compliance with security policies throughout your organization for every endpoint, both on 
and off the corporate network. It includes out-of-the-box support for most popular security benchmarks published by CIS, DISA 
STIG, USGCB and PCI-DSS. An intelligent agent on every endpoint monitors, enforces and reports on the security configuration 
status of the endpoints in real-time regardless of OS type or location. Any compliance drifts are reported instantly and can be 
remediated quickly, to reduce the overall security risks.

Enforce continuous 
security compliance

Manage hundreds of 
thousands of endpoints

Benefits

Provide PCI-DSS compliance

Delivers a broad range of 
security functions
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About HCL Software

HCL Software is a division of HCL Technologies (HCL) that operates its primary software business. It develops, markets, sells, and 
supports over 20 product families in the areas of DevSecOps, Automation, Digital Solutions, Data Management, Marketing and 
Commerce, and Mainframes. HCL Software has offices and labs around the world to serve thousands of customers. Its mission is to 
drive ultimate customer success with their IT investments through relentless innovation of its products. For more information, please 
visit www.hcltechsw.com.

Features
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BigFix Compliance offers accurate and real-time visibility and continuous 
enforcement of security configurations and patches. Security and 
compliance analytics identify, manage and report on policy exceptions 
and deviations. The software also shows trending and analysis of security 
configuration changes. The intelligent agent provides continuous 
compliance with automated audit cycles measured in minutes rather 
than weeks.

Enforces continuous 
security compliance

You get a variety of security functions plus you can add other targeted 
functions without adding infrastructure or implementation costs. Patch 
management delivers patches to endpoints on your operating system 
and for application vendors. Security configuration management helps 
detect and enforce security configurations; and enables management of 
third-party endpoint security clients and agents.

Delivers a broad 
range of security 
functions

The solution provides Payment Card Industry Data Security Standard 
(PCI-DSS) compliance with BigFix Compliance Payment Card Industry 
(PCI) add-on. It helps with the enforcement and compliance reporting 
needed to satisfy the latest PCI-DSS requirements. BigFix Compliance 
automatically manages system configuration to improve endpoint 
security and helps protect organizations from the loss of confidential 
customer information, while lowering operational and security 
administration costs.

Provides PCI-DSS 
compliance

BigFix Compliance places an intelligent agent on each endpoint. This single 
agent performs multiple functions including continuous self-assessment 
and policy enforcement with minimal impact on system performance. It 
includes real-time and continuous reporting and analysis from the 
intelligent agent. The software also allows agents to be configured as a 
relay between other agents and the console, which lets existing servers or 
workstations transfer packages throughout the network.

Makes the most 
of BigFix 
technology

BigFix Compliance supports a large variety of endpoints. These include 
servers, desktop PCs, as well as specialized equipment such as 
point-of-sale (POS) devices, ATMs and self-service kiosks. It provides 
endpoint management for major operating systems, third-party 
applications and policy-based patches, and helps discover endpoints that 
you might not have known were in your environment.

Manages hundreds 
of thousands of 
endpoints


